                               SOLDIERS FOR E-MAILS

	C.Ravindra

III B.tech(CSE)

Sri Sai Institute of Technology and Science

Email: ravi_cse_523@yahoo.co.in
	D. Avinand  Reddy

III B.Tech(CSE)

Sri Sai Institute of Technology and Science.

Email: 


 Abstract                                                 

                  E-mail is a leading communication medium. It is the most popular services available through the internet used by many people all over the world for sharing their thoughts, make communications and ideas etc. By using mail service we can send mail to millions of computer users at a time in any country of world. It is a globalize one which is very inexpensive. 
                  In mail system providing efficient internal security for mail is an essential task which avoids many serious problems i.e. attacking of outsiders and a source of information loss. Creation of id’s and passwords comes under external security. In this paper we are introducing ways that provides internal security. Secure messaging must have the secrecy, authentication, integrity. Secrecy means only recipient read the message. Authentication takes the recipient knows the message came from the sender. By using the secure e-mail techniques we can avoid the Virus & other threats from our mail.         

                   Main features are abstract as in the form of confidentiality, integrity, authentication, non repudiation. Some of those techniques are Encryption, PGP, Spam and MIME. Here these techniques are taking the secure at the medium of internet and in the mail system also. 
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Introduction:
                       Email communication is absolutely essential for most companies and individuals.  The problem is that it is increasingly used as a method of attack by outsiders and a source of information loss. For thus purpose we can provide the many security issues to the mail. Main features are abstract as in the form of confidentiality, integrity, authentication, non repudiation. Where encryption scheme is a method of encoding information .A plain message can be converted in to an encrypted version of the same message. The encrypted message is called cipher text. PGP stands for Pretty Good Privacy it is an e-mail security package. The soft ware includes the authentication, compression, digital signature, and privacy capabilities. MIME is an acronym for Multipurpose Internet Mail Extensions. It can take the action as of attachment of files .A system that is used by mailers and Web browsers to identify the contents of the file extensions. Extensions are like .tex , .gif , .jpeg , .avi ,.wav , etc. 

                  Anti virus is nothing but the detection of virus from the mail / system. There are many types of antivirus soft wares .Do not download the unknown files from unknown sources. As well as do not use the pirated soft wares. Keep the anti virus soft ware up to date. Spam is nothing but the inappropriate or junk mail.  Poorly configured servers and workstations become SMTP relay’s resulting in more spam Web beacons, Ad ware, Spy ware and publicly accessible directory servers make it difficult to keep email addresses private.
              Methodology:
                  Security takes main role in e-mail service for the efficiency and the secure of data. Confidentiality assures message content was not read by others.      Integrity assures that the message was not tampered with. Authentication validates the sender. Non-repudiation validates both the sender and the receiver. Sender cannot    disown the message and receiver cannot claim non-receipt of message. The methods that are 
      1. Encryption:
                      The encryption scheme is a method of encoding information. A plain message can be converted in to an encrypted version of the same message. The encrypted message is called cipher text and the encryption scheme is referred as a cipher. Here we can also decrypt the message. 

Data of all sorts that traverse the network can be encrypted in one of two ways:

i. Symmetric key

ii.   Triple DES

             Symmetric key (also known as DES, Data Encryption Standard).The same key is used to both encrypt and decrypt. Not suited, when dealing with many users. 40-bit encryption is the most common. 128-bit and 512-bit encryptions are considered strong, meaning that they are very difficult to crack. 
          Triple DES (3DES) is another method that is considered a strong encryption.  This uses three keys instead of one key for encryption. DES was originally developed by IBM in the 1970s but is not a proprietary technology Hardware and software that use strong encryption. DES uses 64-bit encryption key .Where as Asymmetric key methods are more popular today. It Consists of a public key / private key pairs. We are Encrypt of message using public key for a specific user where the intended user uses his/her private key to decrypt the message .Those processes is known as the Diffie-Helman model. It is popularized by RSA (Rivest, Shamir, and Adleman who were at MIT in the mid-1970s when this was published).In asymmetric key method   each user gets a public key that is known to others and a private key that is must be secret.  Both keys are needed to decrypt of the message. Only the public key is needed to encrypt the message. Today the public key / private key pairs are issued by Verisign, an offshoot of RSA .Organizations that provide the public key / private key are known as Certificate Authorities (CAs)
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           2. PGP (Pretty Good Privacy):

                                In 1992, Phil Zimmermann invented an e-mail security package is called PGP (Pretty Good Privacy) .The soft ware includes the authentication, compression, digital signature, and privacy capabilities. While PGP is very similar to S/MIME, both use public/private key cryptography. Widely used for encrypting files such as email .here message can be first compressed .then a session key is created .The compressed message is encrypted using the session  key.

           3. S/MIME ( Secure/Multipurpose Internet Mail Extensions ):

                                 MIME is an acronym for Multipurpose Internet Mail Extensions. It can take the action as of attachment of files to mails. MIME was developed in 1992 by the Internet Engineering Task Force (IETF) to add the ability to send attachments. Secure/MIME is a secure version of the Multipurpose Internet Mail Extensions protocol. S/MIME has been widely adopted and is supported by all major messaging vendors. It uses X.509 public key certificates and related components (Digital ID’s, 

Certificate Authorities, etc.

	   PGP
	     S/MIME

	• Self-certificate
	• X.509

	• Hierarchical trust
	• Web of trust

	• Integrated in Microsoft and Netscape products
	• Free for download

	• Fee for certificate
	• Free certificate

	• Uses 3DES encryption
	• Uses 3DES encryption

	• Uses SHA-1 for hash
	• Uses SHA-1 for hash

	• Easy to use
	• Easy to use


         4. Virus:

            A program that, when run, can replicate and embed itself within another program, usually with the intent of doing damage. More than 87% of all viruses enter the enterprise via email. Percentage of users that opened emails with the following subject lines 

               - I LOVE YOU, 37% opened the message

               - Great joke, 54% opened the message

              - Message, 46% opened the message

              - Special Offer, 39% opened the message
Anti viruses:- 
                   Anti virus is nothing but the detection of virus from the mail / system. There are many types of antivirus soft wares Antivirus software should be installed for the email system and the operating system. Auto update features should be enabled to frequently update the products (e.g. set to update hourly).Enable automated responses where ever possible. Try to reduce human interaction factors. Prepare for high CPU levels when a break-out condition occurs. Where will your update files come from if vendors server is busy? Contingency FTP sites are helpful

                               HOW VIRUS ATTACKS    
                                                                                                                                        Sender
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                                                                                                                                      Receiver

Here one sender has send the e-mail to her friend. Some one has send the virus mail also   to her. Then she send the subject has been of “SPECIAL OFFER “when she opened the mail .then infect he virus to all files and entered into system also.

             5. Spam:

                    Spam means the inappropriate or junk mail.  Poorly configured servers and workstations become SMTP relay’s resulting in more spam Web beacons, Ad ware,    Spy ware and publicly accessible directory servers make it difficult to keep email addresses private. Email is no longer an effective communication tool for   some. They no longer read their email since they get more spam than intended messages. Most universities have strict rules on intercepting and deleting email at the mail transfer agent level.

          Combating Spam:
                          Detecting of the spam we can combat with it. Spam Assassin, among others, provides rules based approach. This allows you to mark the header of the message before sending it to the destination. Within the email client the user can configure a local rule to grab those marked messages and deliver them directly to a junk mail folder. Client based anti-spam applications can also be helpful. Newer email clients offer built-in antispam features. Exchange a new anti-spam architecture that other messaging vendors will likely follow. These features should greatly reduce the amount of spam received.

Conclusions: 
                           In these methods each one has its own ability for securing mail. In Encryption, the mail while transferring through the network it is in the format of cipher text which can not understandable by hackers. In PGP we are getting secured mail by using keys. We are frequently attaching many important files. In that case MIME is essential task that gives efficient security to attached mails.
                            Secure e-mail can take security to the mail as well as our system. When the mail / system infected with virus then we can also having the anti virus soft wares they can protect / secure our mail / system. The secure messaging is a viable option, however, it is not as easy as one would like. Its some costly, Education and training are a must. Easier to implement in standard messaging environment ( eg . every one )

Wat does “pgtrd rts.itrs”means





Receiver





My bank a/c 


is # 27





Processed by


cipher





Pgrtrd rts.jtrs





My bank a/c


is # 27





Pgrtrd rts.itrs





Decrypt





Net work





Ciphertext arrives





Private key





Private key





Spy interacts ciphertext





Sender 








  INTERNET








